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Beware of phishing scams

Phishing is when a scammer emails you to get personal details such as passwords. Your details can then be sold to other fraudsters and used to commit crimes like identity theft and bank fraud. 

This kind of scam is not limited to email. Requests like this can also come via phone call (vishing), text message (smishing) and letter. The contact may disguise themselves as a reputable organisation.

To protect yourself:
· Remember, genuine organisations will never contact you by email or text asking you to click on a link and provide passwords or any other sensitive information.
· If you receive an email, phone call, text or letter out of the blue never give your personal details. If you’re worried it might be genuine, find the contact details for the organisation through a trusted source and get in touch with them independently. 
· Look out for common signs of a scam message, such as bad grammar, spelling errors, and strange web links and ‘from’ email addresses.
· Be vigilant – as with all scams, phishing attempts can be hard to spot. If you are at all in doubt, find the contact details for the genuine organisation online or on a letter and call them to check.

If you are worried you have been scammed: 
· Get advice from Citizens Advice on 03454 040506
· Report it to Action Fraud on 0300 123 2040 
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